A tous les scanneurs voici la liste des IP a ne pas scanner.

06.000.000.000 ===> 06.255.255.255 - Army Information Systems Center
17.000.000.000 ===> 17.255.255.255 -Skynet

21.000.000.000 ===> 21.255.255.255 - US Defense Information Systems Agency
22.000.000.000 ===> 22.255.255.255 - Defense Information Systems Agency
26.000.000.000 ===> 26.255.255.255 - Defense Information Systems Agency
29.000.000.000 ===> 29.255.255.255 - Defense Information Systems Agency
30.000.000.000 ===> 30.255.255.255 - Defense Information Systems Agency
49.000.000.000 ===> 49.255.255.255 - Joint Tactical Command

50.000.000.000 ===> 50.255.255.255 - Joint Tactical Command

55.000.000.000 ===> 55.255.255.255 - Army National Guard Bureau

62.000.000.000 ===> 62.255.255.255
64.224.000.000 ===> 64.224.255.255

64.225.000.000 ===> 64.225.255.255
64.226.000.000 ===> 64.226.255.255
80.000.000.000 ===> 80.255.255.255
81.000.000.000 ===> 81.255.255.255
85.000.000.000 ===> 85.255.255.255 - Skynet
101.000.000.000 ===> 101.255.255.255 - Wanadoo
103.000.000.000 ===> 103.255.255.255 - Wanadoo
104.000.000.000 ===> 104.255.255.255 - Wanadoo
105.000.000.000 ===> 105.255.255.255 - Wanadoo
106.000.000.000 ===> 106.255.255.255 - Wanadoo
109.000.000.000 ===> 109.255.255.255 - Wanadoo
110.000.000.000 ===> 110.255.255.255 - Skynet
111.000.000.000 ===> 111.255.255.255 - Wanadoo
Classe B

128.043.000.000 ===> 128.43.000.016 - Canadian Department of National

Defense (DND)

128.047.000.000 - Army Communications Electronics Command (NET-TACTNET)
128.050.000.000 Department of Defense (NET-COINS)

128.051.000.000 - Department of Defense (NET-COINSTNET)

128.056.000.000 U.S. Naval Academy (NET-USNA-NET)

128.063.000.000 - Army Ballistics Research Laboratory (NET-BRL-SUBNET)
128.080.000.000 - Army Communications Electronics Command (CECOM) (NET-
CECOMNET)

128.098.000.000 ===> 128.098.255.255 Defence Evaluation and Research Agency
(NET-DERA-UK)

128.154.000.000 NASA Wallops Flight Facility (NET-WEFF-NET)
128.155.000.000 NASA Langley Research Center (NET-LARC-NET)
128.156.000.000 - NASA Lewis Network Control Center (NET- LERC)
128.157.000.000 NASA Johnson Space Center (NET-JSC-NET)
128.158.000.000 NASA Ames Research Center (NET-MSFC-NET)
128.159.000.000 NASA Ames Research Center (NET-KSC-NET)
128.160.000.000 - Naval Research Laboratory (NET- SSCNET)

(

C

128.161.000.000 NASA Ames Research Center (NET-NSN-NET)
128.183.000.000 NASA Goddard Space Flight Center (NET-GSFC)

128.216.000.000
128.217.000.000

MacDill Air Force Base (NET-CC-PRNET)
NASA Kennedy Space Center (NET-NASA-KSC-0IS)

128.236.000.000 - U.S. Air Force Academy (NET-USAFA-NET



131.132.000.
131.133.000.
131.134.000.
131.135.000.
131.136.000.
131.137.000.
131.138.000.
131.139.000.
131.140.000.
131.141.000.

155.007.000.
155.008.000.
155.009.000.

LWOOD-NET2)

155.074.000.
155.075.000.
155.076.000.
155.077.000.
155.078.000.
155.079.000.
155.080.000.
155.081.000.
155.082.000.
155.083.000.
155.084.000.
155.085.000.
155.086.000.
155.087.000.
155.088.000.

155.178.000.

155.213.000.
155.214.000.
155.215.000.
155.216.000.
155.217.000.
155.218.000.
155.219.000.
155.220.000.
155.221.000.

Classe C

172.000.000.
192.197.083.
192.139.201.
192.139.202.
192.139.203.
192.139.204.

192.012.098.
192.005.144.
192.016.207.
192.016.208.
192.042.068.
192.012.215.
192.016.205.
192.016.206.

000
000
000
000
000
000
000
000
000
000

000
000
000

000
000
000
000
000
000
000
000
000
000
000
000
000
000
000

000

000
000
000
000
000
000
000
000
000

===>
===>
===>

===>

===>

- American Forces Information

- U.S. ArmyFort Gordon

131.
131.
131.
131.
131.
131.
131.
131.
131.
131.

132.
133.
134.
135.
136.
137.
138.
139.
140.
141.

- PEO STAMIS

- US Army Corps of Engineers

- PEO STAMIS
- PEO STAMIS
- PEO STAMIS

- US Army Corps of Engineers

- PEO STAMIS
- PEO STAMIS
- PEO STAMIS

- US Army Corps of Enginers

- PEO STAMIS
- PEO STAMIS

- US Army Corps of Engineers

- PEO STAMIS
- PEO STAMIS

000.
000.
000.
000.
000.
000.
000.
000.
000.
000.

016
016
016
0le
016
016
016
016
016
016

(NET-AFISHQ-NETI)

(NET-GORDON-NET5)
- United States Army Information Systems Command (NET-

(NET-CEAP2)

(NET-CEAP4)
(NET-CEAPS)
(NET-CEAP6)

(NET-CEAP

(NET-CEAP9)
(NET-CEAP10)

(NET-CEAP12)
(NET-CEAP13)

(NET-CEAP15)
(NET-CEAP16)

- Federal Aviation Administration

- USAISC Fort Benning
- USAISC-FT DRUM
- USAISC

- DOIM/USAISC Fort Sill
- USAISC-DOIM

(NET-CEAP3)

(NET-CEAP7)

(NET-CEAP11)

(NET-CEAP14)

(NET-FARA)

(NET-FTBENNNET3
- Director of Information Management
(NET-DRUM-TCACCIS)
- TCACCIS Project Management Office
- Directorate of Information Management (NET- EUSTIS-EMHL)
(NET-WVA-EMHZ2)

(NET-FTKNOX-NET4)

- USAISC-Ft Ord

(NET-FTORD-NET2)

000 ===>172.255.255.255

000
000
000
000
000

000
000
000
000
000
000
000
000

===>
===>
===>
===>
===>

===>
===>
===>
===>
===>
===>
===>
===>

192.
192.
192.
192.
192.

192.
192.
192.
192.
192.
192.
192.
192.

197.

139
139
139
139

012.
005.
.207.
.208.
068.
.215.
.205.
.206.

0le6
016

042.

012
0le6
0le6

083.
.201.
.202.
.203.
.204.

098.
.024

144

024
024
024
024
024

024

024
024
024
024
024
024

Government
Government
Government
Government
Government

of
of
of
of
of

(NET-CARSON-TCACC )

(NET-FTDIX-TCACCI)

(NET-SILL-TCACCIS)

Canada
Canada
Canada
Canada
Canada



192.035.144.000 ===> 192.035.144.024
192.016.242.000 ===> 192.016.242.024
192.016.243.000 ===> 192.016.243.024

193.000.000.000 - 193.255.255.255 European Networks Aug 1999
194.000.000.000 - 194.255.255.255 European Networks Aug 1999
195.000.000.000 - 195.255.255.255 European Networks Aug 1999
195.010.000.000 ===> 195.010.255.255

198.103.000.000 ===> 198.103.000.016 - Government of Canada

201.000.000.000 ===> 201.255.255.255 - Wanadoo
205.096.000.000 ===> 205.103.255.255

207.030.000.000 ===> 207.120.255.255
207.060.000.000 ===> 207.061.255.255

207.060.000.000 ===> 207.060.255.255 - FBI Linux servers used to trap
scanners
207.061.000.000 ===> 207.061.255.255 - FBI Linux servers used to trap
scanners

209.035.000.000 ===> 209.035.255.255

212.000.000.000 ===> 212.255.255.000 - European Regional Internet Registry
- RIPE NCC (NET-RIPE-NCC-212) May 2000

213.000.000.000 ===> 213.255.255.000 - European Regional Internet Registry
- RIPE NCC (NETBLK-213-RIPE) May 2000

216.025.000.000 ===> 216.025.255.255 <-- REAL DANGEROUS

216.247.000.000 ===> 216.247.255.255 <-- REAL DANGEROUS

Edite Cobrax Junior
un complément ;o)

Scan a eviter

** Petite MAJ d'autres IP @ ne pas Scanner **
Wanadoo + different providers francais - belges...

193.*x.*%.%
62 . % . % *
D17 . k. *_*
80 . * . % *

IP cable du quebec .... de 24.128.xx et ++

207.60.x.x and 207.61l.x.x - FBI Linux servers used to trap scanners
Also:

64.224.
64.225.
64.226.
195.10.
205.96.- 205.103.*
207.30.- 207.120.*
207.60. - 207.61.%
209.35.+*

* Ok ok *



216.25.*REAL DANGEROUS
216.247.*REAL DANGEROUS
62.0.0.1 - 62.30.255.255

6.*.*.* — Army Information Systems Center

21.*.*%.* - US Defense Information Systems Agency
22.*%.*%.*% - Defense Information Systems Agency
26.*.*%.* - Defense Information Systems Agency
29.*%.*%.* - Defense Information Systems Agency
30.*.*.* - Defense Information Systems Agency
49.%_ % % - Joint Tactical Command

50.*.*%.* - Joint Tactical Command

55.*.*%.*% - Army National Guard Bureau
64.224.%.%

64.225.%.%

64.226.%.%

209.35.%.*

216.247.% . %

216.25.% %

217.6.%.%

155.7 a 155.9 : American Forces Information (NET-AFISHQ-NET1)
155.74 a 155.88 : PEO STAMIS US Army Corps of Engineers
155.178.0.0 Federal Aviation Administration (NET-FAA)

155.213 a 155.221 : USAISC

128.47.0.0 Army Communications Electronics Command (NET-TACTNET)
128.50.0.0 Department of Defense (NET-COINS)

128.51.0.0 Department of Defense (NET-COINSTNET)

128.56.0.0 U.S. Naval Academy (NET-USNA-NET)

128.63.0.0 Army Ballistics Research Laboratory (NET-BRL-SUBNET)
128.80.0.0 Army Communications Electronics Command (CECOM) (NET-CECOMNET)
128.98.0.0 - 128.98.255.255 Defence Evaluation and Research Agency
DERA-UK)

128.154 128.61 : NASA

.0 NASA Goddard Space Flight Center (NET-GSFC)
.0 MacDill Air Force Base (NET-CC-PRNET)
.0 NASA Kennedy Space Center (NET-NASA-KSC-0IS)
.0 U.S. Air Force Academy (NET-USAFA-NET

-
N
©
N
=
o)
cocoow

Voici encore quelques ips qu'il vaut mieux éviter de scanner.

Elles viennent soit de la Nasa, Air force, Federal Aviation Administration,

de la Défense, ... bref, toutes a des emplacements a éviter.
4.18.4.224 - 4.18.4.239

4.18.5.128 - 4.18.5.191

4.21.114.80 - 4.21.114.95

6.0.0.0 - 6.255.255.255

11.0.0.0 - 11.255.255.255

12.32.142.128 - 12.32.142.143
12.33.200.16 - 12.33.200.31
12.38.28.224 - 12.38.28.239
12.41.57.200 - 12.41.57.207
12.47.119.224 - 12.47.119.255
12.109.136.0 - 12.109.136.255
12.109.149.160 - 12.109.149.191
12.110.116.248 - 12.110.116.255
12.154.65.0 - 12.154.65.127



12.
12

26.

33.

55.

63.
63.
63.
63.
63.
63.
63.
63.
63.
63
63
63
63

64.
64.
64.
64.
64.
64.
64

65.
65.
65
65
65

66.
66.
66.
66.
66.
66.
66.
66.
66.
66.
66.
66.
66.
66.

128.
128.
128.
128.
128.
128.

128
128
128

.160.

.231.
.240
.243.
.243.

.218.

.203.144.8
.214.207.128
.219.10.%*

154.76.

50.

0
0

.102, 12

.0 - 33.

- 55.

65.23.
80.60.
84.18.
88.86.80
95.13.128
104.100.120
143.45.0
193.35.*
198.150.32
96.64
.206.%
47.64
70.%*

32
64
128

13.198.216
165.145.56
167.95.8
172.245.128
173.193.80

175.220.152
149.224

84.166.96 -
100.243.152

47.15.192
47.216.128
47.220.40
51.66.48
72.13.224
120.110.32
120.110.48
120.154.216
121.121.232
121.177.208
121.184.48
123.29.144
123.42.40
127.0.96 -

37.
47.
50.
51.
63.
80.x*.
L102.% 0%

.102.130.11
.102.16.2

3

* Nk kX
* U1 ok Kk F

12.154.77.255
12.160.50.255

8.56.1.1

255.255.255

255.255.255

63.65.23.63
63.80.60.127
63.84.18.191
63.88.86.95
63.95.13.143
63.104.100.127
63.143.45.15

63.198.150.63
63.231.96.71

63.243.47.79

64.13.198.223
64.165.145.63
64.167.95.15
64.172.245.159
64.173.193.87
64.175.220.159
64.218.149.255

65.84.166.127
65.100.243.159
65.203.144.15
65.214.207.191

66.47.15.223
66.47.216.135
66.47.220.47
66.51.66.55
66.72.13.231
66.120.110.39
66.120.110.55
66.120.154.223
66.121.121.239
66.121.177.215
66.121.184.55
66.123.29.151
66.123.42.47
66.127.0.103

0



128.102.16.7
128.102.16.8
128.102.18.31

128.149.*.%
128.155.3.35
128.155.3.55
128.157.*%.%
128.158.*.%
128.159.*.%
128.161.%.%
128.183.*.%
128.190.*.%
129.92.*%.%
129.99.*.*
129.139.*.%
129.164.*.%
129.165.*.%
129.166.*.%
129.198.*.%*
129.209.*.%
130.40.*.*

130.109.*.%*
130.114.*.%*
130.134.64.17
130.134.64.26
130.165.2.10
130.165.2.12
130.165.2.14
130.167.*.%

131.33.
131.54.
131.71.
131.92.
131.182.*.%

5.9

* ok ok

*
*
*

132.14.~*.
132.79.*.
132.94.~*.
132.95.~*.
132.159.*.%
132.193.*.%

* Ok ok *

a 132.132.*.%

134.11.*.%
134.12.*%.%
134.78.*%.%
134.80.*.%
134.164.*.%

134.205.123.148
134.229.%.%
134.230.%.%

136.149.*.%
136.188.*.* a 136.197.*.%*
136.205.10.100

137.5
137.6
137.1

* ok
* K

2.%.%



137.127.
137.240.
137.242.
137.244.
137.244.

* ok ok

w W * *

2.0
4

138.13.*.
138.27.
138.60.
138.60.
138.76.*.
138.115.*.%*

138.136.%.*% a 138.143.*.%*
138.160.*.%*

138.169.
139.161.
139.229.~*.
139.232.10.3

*
*
.5
6
*

*
. .

b
P

.
b

207.60.x.x and 207.61.x.x - FBI Linux servers used to trap scanners
6.*.*.* - Army Information Systems Center

21.* * * - US Defense Information Systems Agency

6.*.*.* - Army Information Systems Center

21.* * * - US Defense Information Systems Agency
22.* * * - Defense Information Systems Agency
26.*%.* * - Defense Information Systems Agency
29.* * * - Defense Information Systems Agency
30.*.* * - Defense Information Systems Agency
49 * * * - Joint Tactical Command

50.*.*.* - Joint Tactical Command

55.*.*.* - Army National Guard Bureau
22.* * * - Defense Information Systems Agency
26.*.* * - Defense Information Systems Agency
29.*% * * - Defense Information Systems Agency
30.*.* * - Defense Information Systems Agency
49 * * * - Joint Tactical Command

50.*.*%.* - Joint Tactical Command

55.*%.* * - Army National Guard Bureau

62.0.0.1 - 62.30.255.255

64.224 .* *

64.225.* %

64.226.%*.*

195.10.*

205.96.* - 205.103.*

207.30.* - 207.120.*

207.60.* - 207.61.*

209.35.*.%*

216.25.*

216.247.*

217.6.*%.*

155.7.0.0 American Forces Information (NET-AFISHQ-NET1)
155.8.0.0 U.S. ArmyFort Gordon (NET-GORDON-NETS5)
155.9.0.0 United States Army Information Systems Command (NET-LWOOD-NET2)
155.74.0.0 PEO STAMIS (NET-CEAP2)

155.75.0.0 US Army Corps of Engineers (NET-CEAP3)
155.76.0.0 PEO STAMIS (NET-CEAP4)

155.77.0.0 PEO STAMIS (NET-CEAP5)

155.78.0.0 PEO STAMIS (NET-CEAPS6)



155.79.0.0 US Army Corps of Engineers (NET-CEAP7)
155.80.0.0 PEO STAMIS (NET-CEAP

155.81.0.0 PEO STAMIS (NET-CEAP9)

155.82.0.0 PEO STAMIS (NET-CEAP10)

155.83.0.0 US Army Corps of Enginers (NET-CEAP11)
155.84.0.0 PEO STAMIS (NET-CEAP12)

155.85.0.0 PEO STAMIS (NET-CEAP13)

155.86.0.0 US Army Corps of Engineers (NET-CEAP14)
155.87.0.0 PEO STAMIS (NET-CEAP15)

155.88.0.0 PEO STAMIS (NET-CEAP16)

155.178.0.0 Federal Aviation Administration (NET-FAA)

155.213.0.0 USAISC Fort Benning (NET-FTBENNNET3

155.214.0.0 Director of Information Management (NET-CARSON-TCACC )
155.215.0.0 USAISC-FT DRUM (NET-DRUM-TCACCIS)

155.216.0.0 TCACCIS Project Management Office (NET-FTDIX-TCACCI)
155.217.0.0 Directorate of Information Management (NET- EUSTIS-EMH1)
155.218.0.0 USAISC (NET-WVA-EMH?2)

155.219.0.0 DOIM/USAISC Fort Sill (NET-SILL-TCACCIS)

155.220.0.0 USAISC-DOIM (NET-FTKNOX-NET4)

155.221.0.0 USAISC-Ft Ord (NET-FTORD-NET2)

128.47.0.0 Army Communications Electronics Command (NET-TACTNET)
128.50.0.0 Department of Defense (NET-COINS)

128.51.0.0 Department of Defense (NET-COINSTNET)

128.56.0.0 U.S. Naval Academy (NET-USNA-NET)

128.63.0.0 Army Ballistics Research Laboratory (NET-BRL-SUBNET)
128.80.0.0 Army Communications Electronics Command (CECOM) (NET-CECOMNET)
128.98.0.0 - 128.98.255.255 Defence Evaluation and Research Agency (NET-DERA-UK)
128.154.0.0 NASA Wallops Flight Facility (NET-WFF-NET)

128.155.0.0 NASA Langley Research Center (NET-LARC-NET)
128.156.0.0 NASA Lewis Network Control Center (NET- LERC)
128.157.0.0 NASA Johnson Space Center (NET-JSC-NET)

128.158.0.0 NASA Ames Research Center (NET-MSFC-NET)

128.159.0.0 NASA Ames Research Center (NET-KSC-NET)

128.160.0.0 Naval Research Laboratory (NET- SSCNET)

128.161.0.0 NASA Ames Research Center (NET-NSN-NET)

128.183.0.0 NASA Goddard Space Flight Center (NET-GSFC)

128.216.0.0 MacDill Air Force Base (NET-CC-PRNET)

128.217.0.0 NASA Kennedy Space Center (NET-NASA-KSC-0IS)
128.236.0.0 U.S. Air Force Academy (NET-USAFA-NET)

129.99.0.0 NASA Ames Research Center (NET-NAS-NET)

129.163.0.0 NASA/Johnson Space Center (NET-NASA-JSCSSE)
129.164.0.0 NASA IVV (NET-E) NASA-IVV)



